Bluezone — Ung dung phat hién tiép xiic gan

1. Ditvan dé

Tinh hinh dich bénh COVID-19 vin dang tiép tuc dién bién phuc tap, dén ngay 03/08/2020 trén
thé giéi da ghi nhan khoang 17.9 triéu ca ca nhiém SARS-CoV-2. Tai Viét Nam, tinh dén chiéu
ngay 03/08/2020, chung ta ghi nhan 642 ca nhiém SARS-CoV-2 trong d6 373 ca khoi bénh va 06
ca tr vong.

Trong cudc hop truc tuyén cua Ban Chi dao qudc gia phong chéng dich bénh COVID-19, véi 63
dia phuong chiéu 17/04/2020, Phé Thu tuéng Chinh phit Vi Btirc Pam nhan manh: Dich bénh
chic chan con kéo dai, du s& co ting noi, timg thoi diém ling xudng, nhung chi toi khi nao co
thube dic trj hodc c6 vaccine thi méi ¢6 thé coi 1a co ban hét dich. Diém nay rat quan trong vi
chung ta khong thé déng kin ctra mot minh, dit han ché nhung van phai c¢6 giao luu dé dam bao
“muc ti€u kép”. Vi vay chling ta phai kiém soat duoc dich bénh, tién t&i chung séng an toan, thuac
déy su diéu chinh tich cuc cta x4 hoi.

Thu tuéng Chinh phi Nguyén Xuan Phic tiép tuc chi dao thuc hién cach ly tat ca nhimng ngudi
nhdp canh vao Viét Nam, cung d6 1a yéu cau nhanh chong phat hién ca bénh, khoanh vung sém
dé diéu tri, dic biét st dung cong ngh¢ thong tin dé nhanh chong truy vét, phat hién ca bénh dé
khoanh vung dap dich va chira tri hi€u qua. Tung budc ndi long cac hoat dong xa hoi dé phat trién
kinh té, giup cudc sdng trd lai binh thuong.

2. Cac phwong phap theo dbi tiép xiic

Theo thdng ké tir cac ving dich trén Thé gidi, hé s6 lay nhiém cua virus SARS-CoV-2 nam trong
khoang tir 2.5 dén 4, tirc 1a n6 ¢6 thé lay tir 1 nguoi cho tir 2 dén 4 ngudi khac. Virus co thé lay
nhiém ngay khi cic triéu chimg van con nhe, thim chi nhitng ngudi khong cé triéu chimg (khong
c¢6 dau hiéu bi bénh).

V&i muc tiéu gitip giam sy 1ay lan ctia virus khi ngi long céc quy dinh cach ly xa hoi, can phai dua
ra cac giai phap cong nghé dé kiém soat duogc viée tiép xiic ngoai xa hoi, gitip tim kiém nhanh va
dﬁy du nhét nhitng nguodi ¢6 nguy co khi c6 mot bénh nhan nhiém SARS-CoV-2 duoc phat hién.

Dién thoai thong minh duoc sir dung rat phd bién trong cudc sdng. Vi vay, viéc phét trién cac tng
dung cho dién thoai thong minh gitip giam thiéu sy lay lan cia COVID-19 1 hudng tiép can hiéu
qua. Thong qua chiéc dién thoai théng minh, c6 thé xac dinh duoc su tiép xtc giita ngudi véi
ngudi bang viée str dung cac giai phap nhu: Pinh vi GPS, Pinh vi Cell phone (tram BTS), Pinh vi
Bluetooth ning luong thap BLE (Bluetooth low energy).

Heé théng Dinh vi Toan cau (Global Positioning System - GPS) 1a hé théng xac dinh vi tri dua trén
tin hi¢u cua cac v¢ tinh nhan tao. B§ chinh xac ctia GPS bi anh hudng rat nhiéu boi thoi tiét va dia
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hinh. Khi ¢ trong nha hodc trong diéu kién thoi tiét x4u thi sai s6 Vi tri c6 thé 1én dén hang chuc
mét.

Hé théng Dinh vi Cell phone 1a hé théng xac dinh vi tri dya trén tin hi€u cua cac tram phat séng
BTS. D0 chinh x4ac cua hé théng phu thude vao mat do cac tram BTS. Trong nhiéu truong hop, sai
s6 ¢6 thé 1én dén hang tram mét.

Bluetooth niang lugng thip BLE 1a cong nghé tiét kiém nang lugng, khoang cach hoat dong ngan
va 6n dinh trong pham vi 10m, dit liéu truyén tai khong 16, thich hop cho cac tng dung diéu khién
khong lién tuc va dugc tich hop & hiu hét cac san phim dién thoai thong minh hién nay.

BLE c6 nhiéu wu diém: do chinh xac cao (tinh biang mét), c6 thé chi ra nhitng ngudi tiép xtc gan
trong ban kinh 2m. Pam béo tinh riéng tu (khong sir dung vi tri tuyét dbi nguoi ding dang ¢ dau),
chi cho biét c6 sy tiép xuc gan vao luc ndo, trong bao 1au. Céng nghé Bluetooth BLE tiét kiém
nang luong dé c6 thé st dung thudng xuyén hang ngay.

BLE ciing 14 giai phap duoc Chau Au, My, Singapore bat diu nghién ciru va tng dung trong chong
dich COVID-19. Pic biét 1a cho muc dich gitp cudc sdng trd lai binh thuong sau thoi ki cao diém
ctia dich. Bén canh d¢, 2 cong ty cong nghé dang so hitu 99% ngudi ding smartphone trén Thé
gidi 1a Apple va Google, di hop tac phat trién cong nghé sir dung BLE dé cuing cac cong ty khac
chung tay chéng dich COVID-19.

Cong nghé BLE gitip x4c dinh chinh xac nhitng nguoi can cach ly. Thay vi phai cach ly hang nghin
dén hang chuc nghin nguoi khi phat hién 1 ca nhiém bénh, gio day chi can khoanh viing giéi han
nhiing nguoi co tiép xuc gﬁn thuc sy. Nho vay, viéc dap dich s€ chinh xac va hiéu qua, cudc séng
nhd d6 co thé dién ra nhu binh thuong.

3. Tong quan vé hé thong Bluezone

Bluezone 14 (mg dung str dung cong nghé Bluetooth ning luong thip, gilp bao vé cong dong trong
viéc phong, chéng dich COVID-19.

3.1 Mo ta hé thong

Céc smartphone cai tmg dung Bluezone c6 thé giao tiép v6i nhau trong khoang cach 2m, ghi nhan
s tiép xuc gan vao ldc nao va trong bao 1au. Khi c6 mot ca nhiém SARS-CoV-2 méi, co quan y
té nhap dir liéu FO nay 1én hé thong. Hé thong sau d6 gui dit liu FO dén cac smartphone khac
cai ung dung Bluezone. Lich sir tiép xtc voi FO trong 14 ngay trude do sé& dugc phan tich, ddi
chiéu va néu tring khop, ing dung Bluezone s& canh bao cho ngudi ding c¢6 nguy co lay nhiém,
dong thoi hudng dan ho lién hé véi co quan Y té dé nhan trg gitp.



Hé thong hoat dong nhu thé nao?
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Néu dir ligu FO khép Ung dung Bluezone trén Hé théng guri dir liéu FO Néu cd FO, co quan Y té
véi lich sir tiép xdc may s& so sanh lich s&r dén tat cd cdc may trong c6 tham quyén nhap dir
tiép xtc véi dir liéu FO céng dong Bluezone liéu FO vao hé théng
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Ung dung canh bao ngudi Man hinh hién thi huéng dan Ung dung cé thé gitp canh
dung cé nguy co 13y nhiém lién hé véi co quan Y té co bao cho ngudi thudéc nhém F2
COVID-19 thdm quyén d& nhan tro gitp (tiép xdc gan vai F1)

Hinh 1: Cach thirc hoat dong cua Bluezone
3.2 Nguyén tic clia Bluezone

Su ra doi cua Bluezone dua trén triét 1y Bao v¢ minh, Bdo v€ cong déng: Ung dung canh béo cho
ban néu ban tiép xtc gan véi ngudi nhiém SARS-CoV-2, khi tham gia cong dong 1a ban da két ndi
va bao vé cong dong, bao vé Thé gidi.

Hoat dong ctia Bluezone dya trén nguyén tic:

Bao mit dir liéu: Ung dung chi luu dit lidu lich sir tiép xuc trén may cua ban, khong chuyén 1én
hé théng. Khi cai dat Bluezone, ban duoc khuyén khich dang ky thong tin lién lac (tén, s6 dién
thoai, dia chi) dé nhan duoc su hd tro truc tiép trong truong hop ban bi nhiém COVID-19 hoic
tiép xtc gan v6i nguoi nhiém COVID-19.

Khéng thu thip vi tri: Ung dung khong thu thap dit liéu vé vi tri cia ban.



An danh: Moi nguoi tham gia cong dong an danh véi nhitng ngudi khac. Chi co quan Y té ¢6
thAm quyén moi c6 thé biét nhitng ngudi nhidm va nghi nhiém do tiép xtGic gan voi ngudi nhiém
SARS-CoV-2.

Minh bach: Mi ngudn cta dy an dugc phan phdi theo gidy phép GNU GPL v3. Nguoi dung cac
nudc trén Thé gidi duoc ty do tim hiéu hoat dong hé théng ¢ muc ma nguén, duoc ty do su dung,
nghién ciru, sira doi va chia sé.

4. Thuit toan truy vét tiép xiic Bluetooth
4.1 Mo ta cong nghé cua Bluezone

M&i Bluezone Smartphone s& dong 2 vai trd hoat dong (role), vira 1a Thiét bj Peripheral (Thiét bi
Phét) va vira 1a Thiét bj Central (Thiét bi Thu).

Thiét bi phat s& phat cac ma Bluezone Id (BLID) ngau nhién, thay d6i sau mdi khoang thoi gian
(tai Viét Nam hién dang sir dung céu hinh 1a 15 phGt d6i 1 1an). Mdi BLID c6 d¢ dai 12 byte (s&
giai thich ¢ phia dudi). BLID cua thiét bj phat nay s& dugc cac thiét bi thu khac ghi nhan, luu trix
dé tinh toan vé viéc tiép xtc gan khi c6 phat sinh FO sau nay.

Thuét toan sinh BLID thay dbi theo thoi gian nhu sau:
4.1.1 Giai thich cac khai niém

- BluezoneBaselD: Khéa ngau nhién cho mdi ngudi dung c6 do dai 256 bits, khong chia
sé voi bat ky ai.

- Do: Ngay bat dau cai Bluezone

- BluezoneDailyKeyn: Khoa thay doi hang ngay, duoc sinh ra tir BluezoneBaselD. Khoa
nay s€ dugc sur dung trong truong hop phat hién FO

- Max: Tong s6 ID dugc sinh trong 01 ngay, mic dinh 1a 96 — twong dwong véi 15 phut
d6i ID 1 lan

- Mbingay sé& sinh BluezonelD (BLID) theo cic méc thoi gian trong ngay, sao cho tong
s0 BluezonelD trong ngay dat mirc Max

- Dx: La ngay bét dau diéu tra dich t& voi 1 FO khi phat hién

- Te: La thoi diém nhan vién Y té cong nhan FO va dua thong tin FO vao hé thong dé
quang ba tim F1.
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4.1.2 Thuét toan sinh BLID chi tiét
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Buéc 0: Sinh m& BluezoneBaselD khi nguoi dung cai Bluezone.

Buée 1: Hang ngay sinh tiép BluezoneDailyKey theo cong thirc:

BluezoneDailyKeyn =SHA256(BluezoneDailyKeyn-1)

sta25¢ BluezoneDailyKeyy + 'BL. UEZONESUBKEY'

SHA2SE

Private
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Buwéc 2: Tuy vao s6 lwong ID mudn thay dbi trong ngay (duoc cAu hinh tir server), thuc hién sinh
s0 Key phu twong tng (vi du 15 phut d6i ID mot 1an thi s€ sinh ra 96 Key phu). Cong thirc sinh
Key phu nhu sau:

BluezoneSubKeyn.1 = SHA256(BluezoneDailyKeynt ‘BLUEZONESUBKEY”)

BluezoneSubKeyni = SHA256 (BluezoneSubKeyn.i-1)

Buge 3: Sinh BLID dé phat, thu va luu trir duéi dang mang byte c6 do dai 1a 12 byte theo nguyén
tac: Lay cac byte ¢ yi tri thwr 0, 4, 8, 12, 16, 18, 20, 22, 24, 26, 28, 30 trong mang 32 byte cla
BluezoneSubKey dé lam gia tri cho 12 byte cia BLID.

4.2 Truy vét tiép xic

Khi phat hién FO, Co quan Y té cap nhat (BluezoneDailyKeyk, Dk, Max, Te¢) 1én hé thong. Trong
d6 Dk 1a ngay bat dau diéu tra dich t& (vi du cach thoi diém phat hién FO 14 ngay),
BluezoneDailyKeyk la Key twong ung cua FO tai thoi di€ém ngay Dk, Te 1a thoi diém chot thong



tin FO, néu cac lich st tiép xtic v6i FO sau thoi diém nay s& khong c6 gia tri vi FO s& dugc dbi 1
BluezoneBaselD khac ke tir thoi diém Te. Max 1a s6 BluezonelD sinh trong 1 ngay.

Hé thdng sau d6 s& phat quang ba bo sé (BluezoneDailyKeyk, Dk, Max, Te) xudng cho toan bd
Bluezoner. Cac Bluezoner s& dua vao (BluezoneDailyKeyk, Dk, Max, Te) dé sinh tiép l1an luot

DailyKey => SubKey => BluezonelD véi s6 luong Max BluezonelD cho 1 ngay theo thuit toan &
muc 4.1.2.

Mbi BLID ctia FO sé& chi co gia tri trong 1 khoang thoi gian xac dinh trong ngay, thoi gian nay
duoc xac dinh nhu sau:

- Khoang thoi gian giira 2 1an sinh BLID lién tiép trong ngay la: At = %

- BluezonelDj (Ian sinh thir i trong ngay) chi cé gia tri ghi nhan tiép xuc trong khoang tir (i
—1)* At dén i *At

- Néu phat hién lich st tiép xtc trén may cta ngudi ding ¢ ghi nhan BluezonelDj cua FO,
thoi gian tiép xtic ghi nhan 1a t. Nguoi ding chi duoc xac dinh 1 tiép xtc véi FO khi va chi
khi: (i—1)*At< t <i*Atvat<Te

4.3 Khic phuc “diém yéu” ciia cac giai phap truy vét tiép xic thong qua BLE Kkhac da c6

Chung t6i nhan thiy, giai phap BLE ciia cac nhom/td chire khac trén thé gidi da trién khai thyc té
hién nay chua tron ven do khong ghi dugc vét tiép xtic day du. Cu thé néu ngudi ding thiét bi i0S
mudn luu vét duoc tiép xtic thi bit budc phai chay ung dung BLE & foreground dé ghi nhan cac
thiét bi khac. Dé giai quyét diéu nay thi cac nhom dua ra khuyén cao nguoi dung phai luén bat app
& foreground, tirc 1a nguoi ding phai ludn chay app va gitr méan hinh sang. Diéu nay 1a khong thuc
té, s& rat it nguoi c6 thé thyc hién, thir nhat no giy ton pin khi man hinh phai sang lién tuc, thir 2
no sé khién nguoi dung khong lam duoc gi khac véi chiée smartphone ctia minh khi émg dung
ludén & foreground.

Dau tién, chung toi da giai quyét dé Bluezone i0S & ché d¢ background van c6 thé ghi nhan dugc
su tiép x(c (néu co) véi cac thiét bi Android khac, két qua thu duge rat kha quan. Tiép theo CAc
thiét bi Android Bluezone ciing dugc thiét ké dé c6 thé ghi nhan dugc thiét bi iOS Bluezone vai
app chay & background. Va cubi ciing, i0S ¢ foreground thi ghi nhan duoc céc thiét bi iOS &
background khac (Tham khao bang céc case tiép xtic & muc 7.1). Vi cach lam nay, sir dung
nguyén tic bac cau, ching t6i ¢6 thé ghi nhan dugc gan nhu tat ca cac vét tiép xuc cia nguoi ding
ma khong can yéu cau nguoi ding ludn phai bt app trén iOS & ché do foreground.



5. Hé thong Bluezone backend
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Kich ban Backend Bluezone: (Hé théng CPMS — COVID-19 Proximity Monitoring System)

Sau khi chinh thirc xac dinh ca nhiém F0, can bd y té co tham quyén s& truy cap hé théng CPMS
dé thyuc hién viéc cap nhat thong tin trén chirc nang Nhap thong tin FO cua hé théng Backend
CPMS.
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Quy trinh thuc hién cap nhat thong tin FO 1én hé théng gé)m 9 budc sau:

Budc 1: Nhan vién Y té khoi tao yéu cau nhap thong tin FO.

Budc 2: Data Server (thudc quan 1y cta co quan Y té) giri yéu cau tao phién cap nhat Thong tin
FO. Giita Server Data va Push Server c6 co ché truyén dir liéu bao mat, c6 ma hoa, cd xac thuc
chéng chbi bo.

Budc 3: Push Server (thudc quan 1y ctia co quan véan hanh) tao yéu cau X4c thuc bang mot trong 2
cach:

- Céch 1: Sinh OTP cho ca nhiém chu dong giri thong tin 1én Data Server.

- Céach 2: Sinh OTP cho nguoi nguoi c¢o tham quyén cho phép lay dit liéu cua ca nhiém
(trong mot sd trudng hop ca nhiém khong con di kha nang mé may dé giri).

Budc 4: Nha mang chuyén ma OTP qua kénh SMS BrandName t6i may ciia ca nhiém hodc Ngudi
c6 tham quyén.

Budc 5: Ngudi c6 thim quyén xac nhan bang cach nhap OTP cho can bd y té dang thao tac trén
hé thong dé nhap ma OTP.

Budc 6: Data Server Giri yéu cau nhap thong tin FO va ma OTP t&i Push Server.
Budc 7: Push Server giri yéu cau giri Notify t6i Server quéan 1y notify (FireBase Server).

Budc 8: FireBase Server gtri notify tdi dién thoai nguoi dung



Budc 9: Pién thoai nguoi dung giri thong tin FO 1én co quan Y té.

Sau khi c6 thong tin FO, hé théng CPMS giri broadcast thong tin cia FO (nhu mé ta ¢ muyc 4.2)
xudng tit ca cac client.

Client nhan dugc thong bao cia CPMS thi tién hanh xir 1y théng tin. Trudng hop khong tim thay
lich st tiép xtic v6i FO, phan mém khong phai thyc hién gi thém. Trudng hop c6 tim thay lich st
tiép xtic v6i FO, phin mém s& hién thong bao va hoi nguoi dung viée dwa lich sir tiép xuc 1én server
tiy theo ché d6 bao mat dit liéu duoc ciu hinh (dé cap cu thé & phia du6i). Dit liéu sau khi dua 1én
server, Hé théng CPMS thuc hién 1am sach di liéu, dbi soat dé xac dinh dugc cac F1 va dua vao
danh sach can xir 1y.

Chinh sach bao mat dir li¢u:

1. Tuy chon cung cap thong tin 1én server cua cac F1: Hé thong cho phép cu hinh viéc x4c nhan
cung cap thong tin caa F1. Thudc tinh nay s& duogc thiét 1ap tiy theo chinh sich bao mat dir
liéu cua tirng nudc.

2. €02 ché do cung cap dir liéu lich st tiép xuc lén server:

a. Ché do 1 gdm lich sir tiép xuc véi FO.
b. Ché d6 2 gém toan b lich sir tiép xuc cta F1.

6. Pam bdo an ninh va riéng tw
6.1 Pam bao riéng tw

Tt ca dit liéu vé lich st tiép xtc chi luu trit trén smartphone cta ngudi dung, khong chuyén 1én
hé thdng luu trit tap trung. Ung dung ciing khong thu thap vé dit lidu vi tri ciia nguoi dung. Moi
nguoi tham gia cong dong 4n danh véi nhitng nguoi khac. Chi co quan Y té c6 thim quyén mai
c6 thé biét nhitg ngudi nhidm va nghi nhidm do tiép xtic gan véi ngudi nhiém COVID-19.

6.2 Cac van dé vé an ninh khac

Nguy co' choi xdu. Mot lo ngai dugc cac nhom lam vé truy vét tiép xuc dit ra nhung chua xir 1y
duoc nhu sau: néu ké xau thuc hién ghi nhan tat ca cac Bluezone ID cua tit ca cac bénh nhan dén
kham tai 1 co s&'y té, vi du dit 1 thiét bi thu tin hiéu BLE tai co s nay. Sau d6 hin str dung 1 thiét
bi phat Bluetooth dit tai noi cong cdng hodc noi lam vi¢c ciia mot ddi thu. Thiét bi phat nay s€
phat di tin hiéu Bluezone gia mao cac Bluezone ID di thu thap duoc trude d6. Néu khong may, 1
trong nhitng Bluezone ID tir co s¢'y té kia 13 FO, tit ca nhitng nguoi vo tinh thu nhan duoc Bluezone
ID nay s& bi canh bao 1a F1, gdy ric réi va lo ling cho ho.

Giai phap chung t6i dua ra nhu sau: cho phép khi 1 Bluezoner gia dinh ¢ phat hién tiép xuc FO
(nhan duoc thong tin qua broadcast), Bluezoner nay sé& c6 tily chon xac minh FO minh d tiép xtic
c6 ding 14 FO that hay khong, bang cach giri lich str tiép xtic FO cia minh 1én hé thong dé so sanh



v6i lich str tiép xuc ctua FO da dugc co quan Y té cip nhat. Néu khong co sy tuong dong, Bluezoner
khong phai la F1.

Nguy co' khai bao gia mao. Néu 1 ngudi A vi 1y do ndo d6 c¢b tinh khai bao minh bi nhiém
COVID-19 va giii dit liéu gia mao vé cho trung tdm. Cac dit liéu gia mao nay co thé gy rac va
sinh ra cc canh bao gia cho nhitng ngudi da tiép xuc voi A trude do.

bé giai quyét van dé nay, cac dir li¢u veé FO s€ chi dugc cap nhat boi co quan Y té, khong mot ai
c6 thé tuy dua dir liéu cua minh vé trung tam néu co quan Y t€ chua xéc nhan thong qua mot két
qua xét nghiém tiéu chuan.

7. So sanh véi cac gidi phap khac
7.1 Hiéu qua ghi nhén céc tiép xic gin

Viéc ghi nhan thong tin BLID qua goi tin quang ba ctia BLE ma khong can thyc hién két ndi gitip
viéc ghi nhan tiép xtic nhanh hon, tiép kiém nang luong hon, tranh trudng hop bé sét. Trong khi
nhirng giai phap khac hién nay trén thé gidi phai thuc hién diy du viéc két néi méi c6 thé ghi nhan
tiép xtic, dan dén tén pin va dé bo sot.

Cau chuyén cia truy vét sir dung Bluetooth BLE khong chi ¢ cac thudt toan dam béo tinh riéng tu,
van dé 16n nhat d6 1a viéc dam bao tinh hiéu qua trong thyuc té. Nhu da noi & trén, cac giai phap
hién nay cta cac nudc khac bi giéi han trong viéc hau hét chi c6 thé ghi nhan véi cac thiét bi chay
Android, con voi iOS thi may phai md man hinh va chay app lién tuc, diéu nay khong dam bao
hiéu qua trong viéc trién khai.

Trong khoang 3 tuan 1& chay dua véi tién d9, cac Team ciia Viét Nam da nd luc tim cach giai quyét
cac diém yéu noi trén, cing véi sy quyét tim cao ctia Bo Thong tin va Truyén thong, truc tiép 1a
B9 truong thuong xuyén don dbc va dong vién cac Team. Két qua déang khich 1¢ khi hau hét cac
Team ctia Viét Nam déu tim ra giai phap cho van dé phirc tap néu trén. Diéu nay ciing khang dinh
ndng luc cua cac ky su ICT Viét Nam.

Chung t6i da thuc hién céc test case nhu dudi ¢y nham ghi nhan tiép xuc trong cac tinh hudng
thuce té. Chuing t6i str dung 1 di¢n thoai dé ghi nhan tiép xuc cua 2 dién thoai khac, voi muc dich
dam bdo viéc ghi nhan thyc hién ding va du. Pa s6 cac test case da dugc vugt qua, cho théy kha
nang ghi nhén trong thyc té 1a rat tot. Chi c6 3/24 tinh hudng chua ghi nhan duogc sy tiép xic, cu
thé cac tinh hudng nay 14 khi thiét bi iOS & background thi khong ghi nhan dugc cac thiét bi i0S
khéc. Diéu nay ciing da duoc chung toi phéan tich & trén (xem muc 4.3), chiing t6i s& giai quyét
bang céc case tiép xiic chéo khac giita iOS va Android, ciing nhu giita i0S background va i0S
foreground khéc (céc case 7,8,9, case 16,17,18 va case 22,23,24).

STT | Thiét bi Tinh hudng | Két qua
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(1 m¢ app Bluezone &

Ghi nhan dung, du

1 foreground) quét (2 mo
app)
(1 mé app Bluezone ¢ Ghi nhan dung, du
2 foreground) quét (2 tat
man hinh)
(1 mo app Bluezone ¢ Ghi nhan dung, du
3 foreground) quét (2 mo
1 Android quét 2 | man hinh, ché d6 man
Android hinh cho)
A (1 tat man hinh) quét (2 tat | Ghi nhan dtng, du
man hinh)
(1 tat man hinh) quét (2 Ghi nhan dung, du
5 m¢ man hinh, app &
background)
(1 m¢ man hinh, app & Ghi nhan dung, du
6 background) quét (2 tat
man hinh)
7 (1 m& app Bluezone) quét | Ghi nhan ding, du
(2 m¢& app)
8 (1 mo app Bluezone) quet | Ghi nhén dung, du
(2 tat man hinh)
(1 mo app Bluezone) quét | Ghi nhan ding, du
9 (2 m& man hinh, app ¢
background)
Khong ghi nhan, nhung sé
Lo a4 . ¢, | giai quyét thong qua cac
10 %atr?thrirrlﬁ]r)l ithale)) g (2 case tiép xuc véi Android
1i0S quét 2 i0S khéc, cling nhu dugc 10S
foreground khac ghi nhan.
Khong ghi nhan, nhung sé€
(1 tat man hinh) quét (2 giai quyét thong qua céac
11 mo man hinh, app & case tiép xuc véi Android
background) khac, cling nhu dugc i10S
foreground khac ghi nhan.
Khong ghi nhan, nhung sé
(1 mé man hinh, app & giai quyét thong qua céac
12 background) quét (2 tat case tiép xtic voi Android

man hinh)

khéc, cling nhu dugc 10S
foreground khac ghi nhan.
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13

14

15

16

17

18

1i0S quet 2
Android

(1 mo app Bluezone) quét
(2 mo app)

Ghi nhan dung, du

(1 m6 app Bluezone) quét
(2 tat man hinh)

Ghi nhan dung, du

(1 mé app Bluezone) quét
(2 mé man hinh, app &
background)

Ghi nhan dung, du

(1 tat man hinh) quét (2 tat
man hinh)

Ghi nhan dung, du

(1 tat man hinh) quét (2
mo man hinh, app o
background)

Ghi nhan dung, du

(1 mé man hinh, ché do
man hinh chd) quét (2 tat
man hinh)

Ghi nhan dung, du

19

20

21

22

23

24

1 Android quét 2
i0S

(1 mo app Bluezone) quét
(2 m& app)

Ghi nhan dung, du

(1 m6 app Bluezone) quét
(2 tat man hinh)

Ghi nhan dung, du

(1 mo app Bluezone) quét
(2 mo man hinh, app &
background)

Ghi nhan dung, du

(1 tit man hinh) quét (2 tat
man hinh)

Ghi nhan dung, du

(1 tat man hinh) quét (2
mo man hinh, app &
background)

Ghi nhan dung, du

(1 m& man hinh, ché do
man hinh chd) quét (2 tat
man hinh)

Ghi nhan dung, du
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8. T6i wu niing lwong
8.1 Ché d¢ phat BLE ning lwong thap

Tang vat 1y ctia BLE phét trén 3 kénh song: kénh 37, 38, 39 . Kénh 38 nam giita kénh 1 va 6 cta
wifi, do d6 kénh nay co thé tranh viéc can nhidu tir tin hiéu wifi. Dé ting tdi uvu ning luong, thay
vi chon 3 kénh phat, ching t6i quyét dinh lya chon Kénh 38 (2426 MHz).

Tin hiéu phat BLE ciing khong lién tuc ma tinh theo chu ky ngiu nhién. Thong thudng c6 4-6 1an
phat trong vong 15 gidy. Viéc phat ngau nhién gitp tranh xung dot gitta cac thiét bi khac nhau khi
chung trung chu ky phat.

{ ' General Purpose RF Measurement - V3.5.110 - Base V 3.5.110 = ] a RESET
Power| FFT Spectru 1Q Recorder 1Qvs. Slot EPS
' =)
Frequency: 2426.0000 Ref. Level: 17.00 Connector:RF1ICOM g 1NFO
0 x off ¥ - +0 x off y: - 48 x off ¥ — @
M Current SAVE
55 Power[dBm] M Average
Maximum (==
B Minimum g SETUP
0
I Peak [0] ()
Peak(r) || Wl PRINT
-20 M Peak [2]
¥ Peak [3]
W Peak [4] B FELP
-40
E] SYSTEM
-B0 i ]
h ) : 1 fiweg DEVICE
LT NMJWn«)h“rf\“mﬂwwwmmwv‘hw‘u%‘-'«lw'wf\fg“qh.lﬂ'\lo’M%Wmvmm i B
WIZARD
MHz
-18 -16 -14 12 10 -8 -6 -4 -2 0 2 4 6 8 10 12 14 16 18 BLOCK
VIEW
Statistic Count T Level [dBm] Frequency [Hz] -
Current Average Current Average |
Peak [ 0] —67.376 —-67.376 —16888507.843 -16888507.843 SIGNAL
FFT Length 2k Peak[1] NCAP NCAP NCAP NCAP | &) GEN
FFT Span 40.000 MHz  Peak[2] NCAP NCAP NCAP NCAP ON
RBW 50.000 kHz Peak [3] NCAP NCAP NCAP NCAP | OFF
Peak [4 ] NCAP NCAP NCAP NCAP | ST
STOP
= External Expected - Mixer Level |Frequency
i RF Routing... |.¢ (Input)... Frequency... |Nom power...|USer Margin... | neccet . Offset... E]TASKS

8.2 Nang lugng tiéu thu trén iOS, Android

V6i 108, ¢ ché d6 nga (sleepmode) Apple s& giam hoat dong Bluetooth ciia Bluezone. Do dé van
dé nang luong khong phai 1a bai toan can giai quyét trén nén i0S.

Tuy nhién, nén tang Android lai cho phép tmg dung Bluezone hoat dong Bluetooth toan thoi gian,
ké ca khi thiét bi vao ché do ngii. Dé danh gia hiéu qua trong viéc sir dung nang luong, Ching toi
tién hanh do ning luong tiéu thu cua Bluetooth bang thiét bi cAp ngudn High speed power supply.
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Bai do nang luong ti€u thu ¢ ché d6 hoat dong Bluetooth phat va quét lién tuc. Thiét bi tham chiéu
hoat dong trén nén tang Qualcomm Snapdragon 600 series.

O ché d6 hoat dong lién tuc phat (BLE) va quét (BLE, Classic) biéu d6 ning lugng nhu sau:

Estimate Battery life time
1 |Min Current consumption 17.3 mA | |
2 |Average Current consumption | 60.5 mA
3 |Battery life 47.7 | hours
Current

0.4
0.35
0.3
0.25
0.2
0.15
0.1
0.05

0
6:48 PM 6:51PM 6:54 PM 6:57 PM 7:00 PM 7:03PM 7:06 PM

Thiét bi tiéu thu 60-70 mAh twong duong véi mirc tiéu thu 2% /h (di véi thiét bi c6 dung lugng
pin 3000 MAh). Quy dbi s& tiéu ton 40%/ ngiy; v6i mirc tidu thy nhu vy s& anh huong 16n dén
trai nghiém cta nguoi sir dung do hao pin va néng may. Nhu vdy, nhu cau dt ra phai t6i vu nang
lwong dé tdi da hoa trai nghiém ngudi dung.

8.3 Téi wu ning luong

Pé dam bao nang luong tiéu thu dugc tdi uu, chung t6i da tinh to4n giam tan suét phat, quét cua
Bluetooth. Tuy nhién khi giam tan suat phat, quét; s& gip tinh hudng thiét bi nay phat nhung thiét
bi thu dang nghi nén khong quét duoc dan dén bo sot viéc ghi nhan tiép xuc. Do d6 qua trinh ndy
1a su can ddi gitta khoang thoi gian phat, quét va khoang thoi gian nghi. Bai toan dit ra 1a can tdi
vu thoi gian nghi dé giam t6i da nang luong tidu thy trong khi van dam bao hiéu qua ghi nhan, tirc
1a ¢am bao trong khoang thoi gian du 16n ca hai thiét bi phat va quét déu hoat dong.

DPé dé dang hon cho viéc dua ra bd s0, chung t6i chon ti 1¢ phat 50% va chon cu thé 15 gidy phat,
15 gidy nghi. Bang thuc nghiém chi ra rang trong khoang thoi gian 15 gidy c6 khoang 4-6 lan xung
BLE phéat. Néu thiét bi thu quét trong khoang thoi gian d6 s& dam bao viéc ghi nhan tiép xtic. Do
d6 dé quét tron khoang thoi gian 15s BLE phat, chung t6i chon thoi gian Quét BLE 16n hon chu
ky phat (15+15=30s). B¢ dy phong chung toi chon thoi gian quét BLE 14 35s. Thoi gian nghi duoc
tinh theo chu ky 2 phut ghi nhan tiép xtc trong duong véi 120s. Do d6 thoi gian nghi quét 1a 85s.
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Bo s6 Ira chon nhw sau:

Phat BLE 15s nghi 15s. Chu ky phét 30s. Nang lugng gidam 50% Phat BLE.

Quét BLE 35S nghi 85s. Chu ky quét 120s. Ning luong giam 70% & ché d6 Quét BLE.

Quét Bluetooth classic 35s nghi 85s. Chu ky quét Classic 120s. Ning luong giam 70% & ché do
Quét Classic

Vi bd s6 nay s& dam bao cac thiét bj ¢ gan s& nhan ra nhau trong vong 2 phut théa mén véi muc
tiéu cua giai phap.

Xét nang luong tiéu thu thuc té qua bai do véi thiét bi High speed power supply.

Estimate Battery life time
1 |Min Current consumption 2.9 mA
2 |Average Current consumption 23.6 mA
3 |Battery life 122.2 | hours
Current

0.35

0.3

0.25

0.2

0.15

0.1

0.05

0
7:40 PM 7:48 PM 7:55PM 8:02 PM 8:09 PM 8:16 PM

Mirc ning luong giam con 23-25 mAh twong dwong voi viée tiéu tén 1% trong 1 gio 20 phat ddi
v6i thiét bi ¢ dung luwgng pin 3000 mAh.

9. Hop tac Cong dong

Sau khi tham khao tinh hinh tng dung cong nghé ciia cac nudc trén thé gidi trong viéc ing pho
v6i dai dich COVID-19, Bo Thong tin va Truyén thong da quyét dinh Viét Nam phai phat trién
phan mém gitp cho viéc truy vét va khoanh viing dich hi¢u qua. Day sé& 1a giai phap t6i wu gitp
cho cudc séng ¢6 thé trd lai binh thuong sau dot dich cao diém.

Vi vay Bo da kéu goi cac cong ty cong nghé trong nudc cung chung tay nghién ctru tim ra giai
phap. Trudc d6, mot sé nude trén thé gidi da dua ing dung str dung cong nghé Bluetooth BLE dé
truy vét tiép xtc gan. Tuy nhién cic giai phap nay con boc 16 nhiéu han ché trong thyc té nhu: co
qué nhiéu truong hop tiép xtic gan khéng dugc ghi nhéan, st dung ton pin, tinh riéng tu chwa dugc
dam bao. Pich than Bo trudng da dit ra cho cac nhom viée tng dung phai ghi nhan duoc tdi da su
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tiép xuc gan, khic phuc cac diém yéu cua cac nudc khac néu trén, thi viéc phong chéng dich méi
hi¢u qua.

Trong khoang 3 tuan 18 chay dua véi tién do, két qua dang khich 1¢ khi hau hét cac Team ctia Viét
Nam déu tim ra giai phap cho van dé phtrc tap néu trén. Cuc Tin hoc hoa cung cac Team da dat ra
24 test case trong thuc t&; két qua 1 phan 16n cac tinh hudng tiép xtc nay déu cé giai phap xir 1y.
Chi con 3 test case nhur d3 néu trén 1a chwa co 101 giai. Nhom tin rang cac van dé con ton tai nay
1a do han ché ngay tir thiét ké cua giao thirc Bluetooth trén nén tang Android va iOS. Qua kénh
lién hé cua B Thong tin va Truyén thong, Nhom da thuc hién thao luan truc tiép v6i doi ngii phat
trién API truy vét tiép xtc gan ciia Google va Apple va két luan céc case d6 chi cé thé giai quyét
trong API méi hop tac gitta Google va Apple.

Trong qua trinh lam viéc, Nhom cta Viét Nam ciing dé xuat thiét 1ap kénh 1am viée truc tiép véi
nhom k¥ thuat ciia phia Google va Apple, cuing nghién ctru, thir nghiém giai phap méi. Cu thé 1a
cung cip sém cac thong tin ki thuat (early API access) dé c6 nhitng chuan bi cho viéc nang cip
mg dung, cling nhu nhitng déng gop trong viéc trién khai thuc tién gop phan hoan thién nhimg
API méi nay.

10. Tong két

Tuy nhém phét trién da phén tich k¥ cac truong hop cua ca hai hé diéu hanh Android, iOS, tuy
nhién do ban than hai hé diéu hanh nay ngay tir thiét ké da khong phuc vu cho muyc dich truy vét
tiép xuc gan, do d6 van con vai trudng hop chua c6 1i giai. Vi du nhu hai thiét bi iOS cung tét
man hinh thi s& khong “nhin” thay nhau.

Rat may, Google va Apple di quyét dinh hop tac chung tay chong dai dich COVID-19. C6 thé API
ctia cac hé diéu hanh nay sau khi duoc update s& gitip giai quyét ndt nhirng ton tai néu trén giup
cho giai phéap hoan thién hon.

Giai phap ctia Google va Apple hién da ra mat chi hd trg cac may dién thoai dil diéu kién nang cap
hé¢ diéu hanh méi. Trong khi thyc té s6 dién thoai khong du diéu kién nang cp hé diéu hanh moi
& Viét Nam con rat 16n, day 1a 1y do chiing t6i vin chua chuyén sang ding API ciia Google va
Apple.

Nhom phat trién ky vong Dy 4n sé& gitp ich cho cac doi Cong nghé cta cac co quan chdng dich
cac nude. Nhom ciing mong mudn nhan dugc sy dong gop sang kién, kinh nghiém cua cic ban
cho Du 4n ngay cang tot hon, gop phan vao day i dai dich COVID-19 trén toan Thé gidi.
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